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APPLY EMPLOYEE DATA PROTECTION IN HCM
Background

ESHB 1533 (RCW 42.56.250) “Exempting the disclosure of certain information of agency employees
or their dependents who are survivors of domestic violence, sexual assault, harassment, or stalking”
was signed into law May 15, 2023.

The new law requires the exemption of personally identifying information in employee-related public
records requests, with exception of news media as defined in RCW 7 5.68.010(5), of:

e Agency employees or their dependents who are survivors of domestic violence, sexual assault,
harassment, or stalking if certain conditions are met

e Agency employees participating in the Address Confidentiality Program (ACP)
o The employee must provide proof of participation in the ACP or a sworn statement that
must be renewed every two years.

Colleges are responsible for distinguishing between those employees who meet the specific criteria
of ESHB 1533 (RCW 42.56.250) from other uses of this redaction indicator. Any documentation
maintained by an agency to administer the exemption is confidential and may not be disclosed.

Implementation in ctcLink HCM

ctcLink Support has opted to leverage an existing data element in PeopleSoft Human Capital
Management (HCM) to satisfy this legislative mandate.

PeopleSoft comes delivered with a “Waive Data Protection” checkbox on the Update Personal Detail
Biographic Information page.

To clarify the use of this checkbox, Enhancement Request 264 [Employee Personal data redaction
indicator in ctcLink HCM] was submitted to and approved by the ctcLink Working Group in February
2024.

This Enhancement Request includes:

o Change the label of the checkbox from “Waive Data Protection” to “Apply Data Protection.”
This change will:

o Clarify the intention of the information.

o Eliminate the need to check the box for all except those employees with an eligible
exclusion as described in this document.

e Delete all existing data for this field so that the information can be entered based on the
definition provided in this document.


https://lnks.gd/l/eyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDAsInVyaSI6ImJwMjpjbGljayIsInVybCI6Imh0dHBzOi8vYXBwLmxlZy53YS5nb3YvcmN3L2RlZmF1bHQuYXNweD9jaXRlPTQyLjU2LjI1MCZ1dG1fbWVkaXVtPWVtYWlsJnV0bV9zb3VyY2U9Z292ZGVsaXZlcnkiLCJidWxsZXRpbl9pZCI6IjIwMjMwNjI4Ljc4OTQwMzYxIn0.sROD2Vxab3DccS3Se2thR5iqtpMnVIi4nh611ScPNa0/s/761886060/br/211310903903-l
https://lnks.gd/l/eyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDEsInVyaSI6ImJwMjpjbGljayIsInVybCI6Imh0dHBzOi8vYXBwLmxlZy53YS5nb3YvcmN3L2RlZmF1bHQuYXNweD9jaXRlPTQyLjU2LjI1MCZ1dG1fbWVkaXVtPWVtYWlsJnV0bV9zb3VyY2U9Z292ZGVsaXZlcnkiLCJidWxsZXRpbl9pZCI6IjIwMjMwNjI4Ljc4OTQwMzYxIn0.d5aOiVY5ZwN4VuH250aKY1TR6iXflq4-3H9zDzerXT0/s/761886060/br/211310903903-l
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Based on the number of employees that currently have the “Waive Data Protection” selected, it is
clear a standard definition is not being applied and it would be more accurate and effective to set all
existing values to “No” then apply the selection (check the box) for the specific employees covered
under ESHB 1533.

Applicable HCM PS Queries, excluding payroll related queries, that include the employee’s name will
be modified to include this field to indicate if the record should be redacted from a public records
request.

For further guidance on implementation of ESHB 1533 (RCW 42.56.250), colleges should consult
with their assigned counsel in the Attorney General’s Office.

Timeline

This change is scheduled to be implemented as part of the HCM Image 49 update on Sept. 14,
2024.

What Will Colleges Need to Do?

Update the Apply Data Protection checkbox for all applicable
employees

Navigation in HCM: Workforce Administration > Personal Information > Biographical > Update Person
Detail

Image: ctcLink Update Person Detail page

Biographic Information

Date of Birth ‘ ‘ Years 0 Months 0
Date of Death ‘ ‘
Birth Country ‘ Q‘

Birth Location ‘ [J Apply Data Protection

Apply the indicator in HCM

The use of the Apply Data Protection checkbox indicates that the college should inquire further
before releasing the employee’s personally identifying information outside of the college.

All applicable, non-payroll related, ctcLink queries that include the employee’s name will include the
flag to indicate that the Apply Data Protection checkbox has been selected.


https://lnks.gd/l/eyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDIsInVyaSI6ImJwMjpjbGljayIsInVybCI6Imh0dHBzOi8vYXBwLmxlZy53YS5nb3YvcmN3L2RlZmF1bHQuYXNweD9jaXRlPTQyLjU2LjI1MCZ1dG1fbWVkaXVtPWVtYWlsJnV0bV9zb3VyY2U9Z292ZGVsaXZlcnkiLCJidWxsZXRpbl9pZCI6IjIwMjMwNjI4Ljc4OTQwMzYxIn0.Y2SggD80ti5px5jSQ7mVx21IuI9cpKv2eb1i6v3rqSw/s/761886060/br/211310903903-l
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The Redaction Indicator should be used only under the following conditions:

Employee has provided a sworn statement in accordance with RCW 42.56.250.

Employee has provided proof of participation in the Secretary of State’s Address
Confidentiality Program (ACP) in accordance with RCW 42.56.250.

Employee has otherwise been identified by the agency as being at risk due to stalking,
harassment, or domestic violence.

Employee is an undercover law enforcement officer.

Employee is in a position that falls under Sensitive Security Information as defined in 49
C.F.R. 1520 (Washington State Department of Transportation Marine Division).

Employees who have been identified by the college as being at risk due to stalking, harassment, or
domestic violence (third bullet above) should provide their college’s HR Office appropriate
documentation prior to receiving the designation.

The college is responsible for ensuring each instance where the indicator is used is supported by
sufficient documentation.

Limitations of the indicator

o The Apply Data Protection indicator is an indicator only and will not automatically redact records.

o The selection of the Apply Data Protection indicator does not mean an employee’s
information is categorically exempt under the Public Records Act.

o Itisthe college’s responsibility to redact data from reports as necessary and as
permitted by law.

o Use of the Apply Data Protection field indicates only that the college should inquire further before
releasing identifying information about an employee.

e Each college will need to determine on a case-by-case basis what information, if any, may be
released, depending on the type of data request and the employee’s particular circumstances.

Which data should be redacted from public records
requests when Apply Data Protection is selected?

Any employee's name or other personally identifying information, including but not limited to:

e Birthdate
e Job title
e Addresses of work stations and locations

e Work email address

e Work phone number

e Bargaining unit, or other similar information
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